
ThE UnDeRwOrLd oF SoCiAl MeDiA

TrAiNiNg yOu dOn't wAnT tO mIsS!

Michele Stuart of JAG Investigations is a nationally recognized expert in open-source intelligence (OSINT). 
Her instruction will focus on the practical use of publicly available information to support investigative goals, 
including suspect identification, background development, pattern analysis, and lead generation. Attendees 
will learn how to locate, interpret, and preserve valuable data from a wide range of digital sources, how to 
identify suspects hiding behind anonymous usernames and phone numbers, and how to locate suspect social 
media accounts, among other tactics.

Chris Iverson of Cracking the Digital Case and current Oregon Narcotics Detective will provide an in-depth look 
at some of the most common communication platforms used by criminals, including SnapChat, TikTok, and 
WhatsApp, and what to expect when serving legal processes on them. Students will discuss cryptocurrency 
and how to effectively use it for undercover social media operations. Additionally, the training will explore 
often-overlooked sources of evidence beyond social media accounts, such as Google and Apple accounts along 
with cellular records, and how these can be used to connect social media accounts, uncover evidence, and 
either support or expand the scope of an investigation.

Tim Gooler of GBG Consulting, a current California Property Crimes Detective, will present on social media 
investigations. Drawing on his extensive training and experience, Tim will discuss the current landscape of 
social media-related crime, essential tactics, strategies, and tools for social media investigations, and how 
to effectively use the legal process (warrants, pen registers, wiretaps, emergency disclosures, and more) to 
gather valuable digital evidence. He will also cover investigative techniques used to exploit major platforms 
like Facebook and Instagram. Special focus will be placed on IP addresses, VOIP, and text messaging 
applications, including the use of undercover social media accounts with legal and ethical safeguards, as 
well as peer-to-peer payment apps such as CashApp and Venmo. Additionally, emphasis will be given to 
report writing, evidence handling, and case presentation.
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